CITY OF CORONA
DEPARTMENT OF WATER & POWER

October 1, 2009

SUBJECT: Request For Proposals (RFP) No. DWP 10-103CA

Network Infrastructure Assessment and
SCADA Security Management Review

ADDENDUM No. 2
To All RFP Recipients:

This Addendum No. 2 to the subject RFP extends the proposal due date and time to
October 20, 2009, 2:00 p.m. and provides the following:

By this reference, all provisions of and attachments to this Addendum No. 2 are hereby
incorporated into the subject RFP. Participants shall account for all provisions pursuant to this
Addendum No. 2 in submitting their proposals. Each participant shall acknowledge receipt of
this Addendum in their Proposal in the spaces provided therein.

A. Questions & Answer

Question: “Please follow the contrast between the RFP and then the Q & A
responses below: Apparent scope change in City of Corona RFP for SCADA System
Review. The RFP states the following:

Purpose: The purpose of the SCADA Security Management Review is to compare the City's

SCADA security management practices to SCADA security management standards of care,
including:

» The City’s need to secure its SCADA systems

» The extent of the City's SCADA security management practices, including its policies
and procedures

» The gap, if any, between the City's SCADA security management practices and
evolving SCADA security practices

The Review will cover both:

» Executive Management, including policies, classification, awareness training, third party
security management, etc.
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« Information security management of the IT infrastructure, including network maintenance,
access control, backup and recovery, etc.

The methodology is expected to be sufficiently robust to uncover SCADA security
management weaknesses against standard threat profiles.

The RFP does not imply any type of actual SCADA field assessment or development
of policies. However, a number of answers to RFP questions strongly imply that
detailed SCADA security assessments, physical security assessments, and even
policy development will be included (Response to RFP Questions 10, 13, 14, 16, 17,
19, 20, 21, 22, 23, 37, 39, 42, 47, 48, 49, 52, 54, 55, 63, 64, 65, 66, 67, 68, 69, 71, 73,
91, 92, 93). This is beyond the scope of the RFP. It can be done, but certainly not
within the 4 man-week total allocated (Response to RFP Question 95).”

Answer: The City will extend the proposal due date and time to October 20, 2009 at
2:00 p.m. The four week time frame to complete the work was an estimate and can
be adjusted based upon the scope of work in the successful proposal.

Carol Appelt

Property and Contract Administrator
City of Corona

Department of Water & Power

755 Corporation Yard Way, 2™ Floor
Corona, CA 92880

951-279-3620

951-735-3786 Fax
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